
© 2016 AT&T Intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTV are registered trademarks and service marks of AT&T Intellectual Property 

and/or AT&T affiliated companies. All other marks are the property of their respective owners. The information contained herein is not an offer, commitment, representation or warranty by 

AT&T and is subject to change.

AT&T Security Solutions Overview

National Communications Group

Email:Sales@N-C-Group.com



AGENDA

© 2016 AT&T Intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTV are registered trademarks and service marks of AT&T Intellectual Property 

and/or AT&T affiliated companies. All other marks are the property of their respective owners. The information contained herein is not an offer, commitment, representation or warranty by 

AT&T and is subject to change.

Why Security

Common security challenges

Threat and technology trends

AT&T Security Solutions

Why AT&T

CustomerUse Cases
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²Ƙȅ {ŜŎǳǊƛǘȅΚ aŀƴŀƎƛƴƎ ǊŜǎƻǳǊŎŜǎ ŀƎŀƛƴǎǘ ǘƻŘŀȅΩs new challenges

Escalating Attacks Increasing Complexity Resource Constraints

Å Constantly changing 
infrastructure

Å Too many products from 
multiple vendors; costly 
to configure and manage

Å Inadequate and ineffective 
tools

Å Under-staffed security 
teams

Å Data overload with limited 
manpower and skills to find 
true threats

Å Managing and monitoring 
increasing compliance 
demands

Å Increasingly sophisticated 
attack methods

Å Disappearing perimeters

Å Accelerating security  
breaches
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Common 
Security 
Challenges

Dynamic threat landscape

Budget and review cycles

Talent shortage

Compliance mandates

Lack of a holistic solution

Source: Christina Richmond, 
Program Director, Infrastructure 
Security Services, KDC
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Cybersecurity in the news

1.5 million Verizon 
Enterprise customer 
records stolen
Verizon Enterprise Solutions 
suffered a recent data breach, 
where a database of 1.5 
million customer records was 
stolen and put up for sale on 
the Dark Web last week, 
according to Krebs on 
Security.

ςKrebs on Security, 
News March 2016

Cyber-thieves can 
reap returns of 
almost 1,500% 
when they invest 
in ransomware, a 
study suggests
Trustwave looked at how 
much cash typical 
cybercriminals spend and 
what their potential profits 
might be. It estimated it 
would cost $5,900 (£3,860) 
to buy a ransomware kit 
that could return up to 
$90,000 in one month of 
operation.

ςBBC, News June 2015

191 Million US 
Voter Registration 
Records Leaked In 
Mystery Database
Χ ǿƘƛŎƘ ƛƴŎƭǳŘŜǎ ƴŀƳŜǎΣ 
home addresses, phone 
numbers, dates of birth, 
party affiliations, and logs 
of whether or not they had 
voted in primary or general 
elections.

ςForbes, December 2015

An "Average" 
Cyber Crime Costs 
a U.S. Company 
$15.4 Million
Cyber crimes in the United 
States are much costlier on 
an average basis than any 
other country surveyed. In 
fact, the average cost of a 
cyber crime incident 
throughout the world is 
$7.7 million.

ςForbes, October 2015



Presentation title hereτedit on Slide Master

© 2016 AT&T Intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTV are registered trademarks and service marks of AT&T Intellectual Property 

and/or AT&T affiliated companies. All other marks are the property of their respective owners. The information contained herein is not an offer, commitment, representation or warranty by 

AT&T and is subject to change.

6

Growth in cyber risks

117,000daily security 

incidents globally.2

average decrease 
in net earnings in 

4 quarters following breach1

of boards are not 
fully involved.4

An estimated 50billion

connected devices to 
secure in 2020.5

ƻŦ ŎƻƳǇŀƴƛŜǎ ŘƛŘƴΩǘ ƳŀƪŜ 
any changes to security 
despite big breaches.6

more DDoS attacks in 
the last two years.3

75%

22%

62%

51%
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Are you protected?

Traditional security concerns Emerging security concerns

Email 
security

Internet 
security threats

Remote 
Access

Security device 
lifecycle management

Identity 
Management

Growing number 
of Mobile Devices

Application 
vulnerabilities

Cloud
Adoption

The Internet 
of Things
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How will you help secure this new world?

© 2016 AT&T Intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTV are registered trademarks and service marks of AT&T Intellectual Property 

and/or AT&T affiliated companies. All other marks are the property of their respective owners. The information contained herein is not an offer, commitment, representation or warranty by 

AT&T and is subject to change.

8



Presentation title hereτedit on Slide Master

© 2016 AT&T Intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTV are registered trademarks and service marks of AT&T Intellectual Property 

and/or AT&T affiliated companies. All other marks are the property of their respective owners. The information contained herein is not an offer, commitment, representation or warranty by 

AT&T and is subject to change.

© 2016 AT&T Intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTV are registered trademarks and service marks of AT&T Intellectual Property 

and/or AT&T affiliated companies. All other marks are the property of their respective owners. The information contained herein is not an offer, commitment, representation or warranty by 

AT&T and is subject to change.

9

Security is not simply a CIO, CSO, or IT department issue. 
Breaches, leaked documents, and cybersecurity attacks 
impact stock prices and competitive edge. It is a 
responsibility that must be shared amongst all employees, 
and CEOs and board members must proactively mitigate 
future challenges. 

ςJohn Donovan
Senior Executive Vice President AT&T Technology and Operations

Source: AT&T Cybersecurity Insights: Decoding the Adversary 2015

https://www.business.att.com/content/src/csi/decodingtheadversary.pdf
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Managed security  |  Security is at the core of what we do

Benefits
ÅProactive protection

ÅIncreased visibility

ÅImproved resource management

ÅCustomer control

ÅHolistic security management

Features
ÅSophisticated network and cloud-based services

ÅThreat Intelligence 

ÅEnd-to-end security management

ÅBuilt in incident response
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Cyber expertise

8 global Security Operations Centers 

24x7 global monitoring & support

Cybersecurity thought leaders

Robust consulting practice 

Security experience
End-to-end solutions

Virtual security delivered by  AT&T Software Defined 
Networking

Unparalleled visibility and predictive analytics

Proactive response

Innovation
5 AT&T Foundry® locations worldwide

Mobile, Cloud and IoT security

179 security & privacy patents

200+ startups engaged with AT&T Foundry®

Strategic ecosystem 
Managed solutions with industry leading 
technologies 

Comprehensive threat intelligence 

Global  cyber community 

Industry-leading Managed Security from AT&T
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End-to-end Managed Security Solutions 

Customer Assets Help Prevent Help Detect & Respond

Response Consulting

AT&T DDoS Defense

AT&T Threat Manager ςLog Analysis

AT&T Threat Manager ς
Advanced Log Management

Public Web Sites AT&T Cloud Web Security Service

Corporate Email AT&T Secure Email Gateway

Network Access AT&T VPN

AT&T Premises-Based 
Firewall

AT&T Network-Based 
Firewall

Mobile Endpoints Enterprise Mobility Management

Cloud Applications AT&T NetBond

All Assets Prevention Consulting
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Impact of breach

The Center for Strategic and International Studies put the 
cost of cyber attacks to the world economy at around 
$445 billion, or almost 1% of global income. 

Even at the low end of the range, that considerable figure 
is more than the national income of most nations and 
governments.1

The biggest cost is loss of productivity, not just with the IT 
team but all the people who are affected by the systems 
impacted, especially critical systems.2

ÅRevenue

ÅBrand
reputation

ÅConsumer 
confidence

ÅCustomers 
permanently lost

ÅCost for technology 
changes

ÅCost to partners

ÅJob loss

1. Source: AT&T Cybersecurity Insights: Decoding the Adversary 2015
2. http:// www.darkreading.com/how-to-cushion-the-impact-of-a-data-breach/d/d-id/1140465

http://www.darkreading.com/how-to-cushion-the-impact-of-a-data-breach/d/d-id/1140465
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Keys to security

Visibility and reporting needs Compliance, policy and security needs

Event response

ÅEffective management and prioritization 
of security threats and events

Security correlation and analysis

ÅActionable information for your organization, based 
on collected event data across services

Staying current

ÅKeep pace with the compliance areas affecting your 
organization

Minimizing impact

ÅAddress security beyond compliance requirements 
to see how it supports your overall security posture

Sound corporate security policies

ÅMaintain comprehensive corporate policies that 
form the basis for your security program across 
your organization

/ƻƳǇƭƛŀƴǘ ƛǎ ƛƳǇƻǊǘŀƴǘΣ ōǳǘ ƛǘ ŘƻŜǎƴΩǘ ƳŀƪŜ ȅƻǳ ƛƳƳǳƴŜ ǘƻ ǎŜŎǳǊƛǘȅ ŎƻƴŎŜǊƴǎ
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There is a black market for data and information that 
leadership needs to be aware of. This underground trade 
has culminated into a large, adversarial economy. 
/ȅōŜǊǎŜŎǳǊƛǘȅ ǎǘǊŀǘŜƎȅ ŎŀƴΩǘ ƛƎƴƻǊŜ ǘƘƛǎ ǇǊŜǎŜƴŎŜ ǘƻŘŀȅ ƻǊ 
tomorrow as it will continue to grow

ςJason Porter 
VP of Security Solutions AT&T
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How AT&T can help

Companies turn to us ςǿŜΩǊŜ 
mission-tested and compete on 
a global scale.

ÅCustomers require nimble security 
measures responding to growing 
cyber-threats.

ÅWe have a multi-layered, 
integrated approach. Help secure 
at the device, connectivity, and 
data application layer.
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Cloud-based security benefits:

Faster implementations and 
management 
Easier to install and maintain services-
which makes for a better customer 
experience

More robust security capabilities
Improved control and visibility over threat 
management because it will be software 
driven and not dependent on siloed
devices

Improved connection speeds 
Less overhead will be dedicated thus 
providing faster network connections

Enhanced mobility 
Improves support of the mobile workforce 

and mobile applications 

Why we are transforming security


