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AGENDA

Why Security

Common security challenges

Threat and technology trends

AT&T Security Solutions

Why AT&T

CustomerUse Cases
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Escalating Attacks Increasing Complexity Resource Constraints
A Increasingly sophisticated A Constantly changing A Understaffed security

attack methods infrastructure teams
A Disappearing perimeters A Too many products from A Data overload with limited

_ _ multiple vendors; costly manpower and skills to find

A Accelerating security to configure and manage true threats

breaches

A Inadequate and ineffective A Managing and monitoring
tools Increasing compliance
demands
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Cybersecurity in the news

1.5 million Verizon | Cyberthieves can | 191 Million US An "Average"
Enterprise customer| reap returns of Voter Registration | Cyber Crime Costs
records stolen almost 1,500% Records Leaked In| a U.S. Company

Verizon Enterprise Solutions | \When they invest Mystery Database | $15.4 Million

suffered a recent data breach,| ; , < < v A . A .
where a database of 1.5 IN ransomware, a X GKAOK Ay Of dzR Gyder gfimes th e United

-~ home addresses, phone States are much costlier on
;Tg:'eor? gﬁgtgmirpfgfgifevﬁs StUdy SUQQEStS numbers, dates of birth, an average basis than any
the Dark Web last week Trustwave Iook_ed at how party affiliations, and logs other country surveyed. In
according to Krebs on ’ much cash typical of whether or not they had fact, the average cost of a
Security cybercrlr_nlnals spend and voteo_l in primary or general cyber crime incident _

' _ what their potential profits elections. throughout the world is
Cﬁésvbssl\?grfﬁ%ritg, might be. It estimated it ¢ Forbes, December 2015 | $7.7 million.
would cost $5,900 (£3,860) ¢ Forbes, October 2015

to buy a ransomware kit
that could return up to
$90,000 in one month of
operation.

¢ BBC, News June 2015
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Growth In cyber risks
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117,000daily security more DDoS attacks in
incidents globally. the last two years.

51%

22% | ) " 2F O2YLI yAS
— any changes to security

average decrease . .....ccooovuveriiiiiccennn. e PPN
in net earnings despite big breaches.

4 quarters following breach

75% = An estimated5O billior

of boards are not — connec'Fed devices to
secure in 2020.

fully involved?

© 2016 AT&T Intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTV are radestenis @nd service marks of AT&T Intellectual Property
and/or AT&T affiliated companies. All other marks are the property of their respective owners. The information contaireés rerean offer, commitment, representation or warranty by

AT&T and is subject to change.

a

(((©




Are you protected?

Traditional security concerns

“« QLQuuents: for(i- ; QL N P
- Y

& W)

LI 513) new Inage: 4.1 pryeey.q

TS AT a. index0f ( )) parent. frames. Lo
— Y M.%0ument; n n. substring(’,p)3
PR S M (1 xecd d. forms. length;4 0 4 P
% .00, demgthii - +) x-MM_findObj(n,d. lagess
# A EiaaentByld(n) ; return x;)

SRPMRRS; document. MM sr-new Arrey HEUS
, 4
¢

sultis d fopument B sr[j+]-x: 1 x. 098¢

Email Internet
security .5 security threats

Security device
lifecycle management

@ Remote

— | Access

00
00

© 2016 AT&T Intellectual Property. All rights reserved. AT&T, Globe logo, Mobilizing Your World and DIRECTV are radestenis @nd service marks of AT&T Intellectual Property
7 and/or AT&T affiliated companies. All other marks are the property of their respective owners. The information contaireés rerean offer, commitment, representation or warranty by

AT&T and is subject to change.

Emerging security concerns

Application r Growing number
vulnerabilities __|| of Mobile Devices

The Internet
of Things

Identity

Management < )
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How will you help secure this new world?




“ Security Is not simply a CIO, CSO, or IT department issue.

Breaches, leaked documents, and cybersecurity attacks
Impact stock prices and competitive edge. It is a
responsibility that must be shared amongst all employees,
and CEOs and board members must proactively mitigate
future challenges.,,

¢ John Donovan
SeniorExecutive Vice President AT&T Technology@perations

Source:
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https://www.business.att.com/content/src/csi/decodingtheadversary.pdf

Managed security | Security is at the core of what we do

Benefits

A Proactive protection

A Increased visibility

A Improved resource management
A Customer control

A Holistic securitynanagement

Features

A Sophisticated networknd cloudbasedservices
A Threat Intelligence

A Endto-end security management

A Built in incidentesponse
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Endto-end solutions

Virtual security delivered by AT&T Software Defined
Networking

Unparalleled visibility and predictive analytics
Proactive response

8& Cyber expertise

8 global Security Operations Centers

24x7 global monitoring & support
Cybersecurity thought leaders
Robust consulting practice

Strategic ecosystem

Managed solutions with industry leading
technologies

Comprehensive threat intelligence
Global cyber community

O Innovation

5 AT&T Foundry® locations worldwide
Mobile, Cloud and IoT security

179 security & privacy patents

200+ startups engaged with AT&T Foundry®
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Endto-end Managed Security Solutions

Customer Assets Help Prevent Help Detec& Respond
¢ Public Web Sites @ ( b AT&T Cloud Web Security Service {)\ %
- Corporate Email (& @ AT&T Secure Email Gateway Response Consulting

A_T&T PremiseBased
@ Firewall

dee Network Access AT&T VPN
: "% AT&T NetworkBased
=) :
Firewall :
: ' AT&T DDoS Defense
P Mobile Endpoints % Enterprise Mobility Management

" Cloud Applications @ ( b AT&T NetBond |W

AT&T Threat ManagerLog Analysis

@srrnnnnnnnnnnnnns ° A” Assets @ 8&% Prevent'on COﬂSU'tlng E AT&T Threa‘t Manag@r

Advanced Log Management
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Impact of breach

A Revenue A Customers
A Brand permanently lost
reputation A Cost for technology
A Consumer changes
confidence A Cost to partners
A Job loss

The Center for Strategic and International Studies put the
cost of cyber attacks to the world economy at around
$445 billion, or almost 1% of global income.

Even at the low end of the range, that considerable figure
Is more than the national income of most nations and
governmentst

The biggest cost is loss of productivity, not just with the IT
team but all the people who are affected by the systems
impacted, especially critical systerhs.

1. Source AT&T Cybersecurity Insights: Decoding the Advegst§
2. http:// www.darkreading.com/howo-cushionthe-impactof-a-data-breach/d/d-id/1140465
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Keys to security

Visibility and reporting needs Compliance, policy and security needs
Event response Staying current
A Effective management and prioritization A Keep pace with the compliance areas affecting your
of security threats anevents organization
Securitycorrelation and analysis Minimizing impact
A Actionable information for your organization, based A Address security beyond compliance requirements
on collected event data acrossrvices to see how it supports your overall securgsture

Sound corporate security policies

A Maintain comprehensive corporate policies that
form the basis for your security program across
your organization
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“ There Is a black market for data and information that
leadership needs to be aware of. This underground trade
has culminated into a large, adversarial economy.
| @0 SNBRSOdzZNAGEe auNyusS3ae OF yau
tomorrow as it will continue to gro/§ 9

¢ JasorPorter
VPof Security Solution8T&T
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How AT&T can help

Companiesturntous g S Q NB
missiontested and compete on
a global scale.

A Customers requir@imble security
measures responding to growing
cyberthreats.

A We have a multiayered,
Integrated approach. Help secure
at the device, connectivity, and
data applicationayet
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Why we are transforming security
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Cloudbased security benefits:

Faster implementations and
management

Easier to install and maintain serviees
whichmakesfor a better customer
experience

More robust security capabilities
Improved control and visibility over threat
management because it will be software
drivenandnot dependent orsiloed
devices

Improved connection speeds
Less overhead will be dedicated thus
providingfasternetwork connections

Enhanced mobility
Improves support of the mobile workforce

and mobile applications
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